Audit Policy Registry Format (http://www.kazamiya.net/poladtev)
HKLM¥SECURITY¥Policy¥PolAdtEv

Offset | HFTU/PTHFTUGRER) ‘ Value
16 (* 00 00: BSEL#20), 01 00: AN, 02 00: 5B%, 03 00: FRINE KTMKER)
0 2 N 00 01
2 2 BA 00 00
4 2 ~or s HFTUEK n
6 2 BB
8 2 HFIVIOBT Y MIADATZY b X
A 2 ENE 00 00
C 2 HIHh7TU 1 *
HFTU 1 *
C+2y 2 BIHFIUy *
2 HYIHFTU 1 *
HFTUn *
2 HIHFTU 2z *
X-2 2 ~ER
X 2 Sy AFIAVIOBTHFTUE y
x+2n 2 HFIUnNOB T HFTUE z
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Windows Vista/2008 x86 (HKLM¥SECURITY¥Policy¥PolAdtEv)

Offset | Offset HFTY/BTHFTUGRA) Default Default
10 163 (00 00: BE&E L2, 01 00: ARIf, 02 00: %BY, 03 00: MINE KUKEN) (Vista) (2008 x86)

0 0 N 0001 00 01

2 2 N 00 00 00 00

4 4 2 HFTUE 09 00 09 00

6 6 B 00 00 1F 00

8 8 SRFAAFIVOHT Y MIANDATEY b 76 00 76 00
10 A A<EH 00 00 00 00
12 C TFIUFTREBOEE 01 00 0100
14 E TFa1YUF 1 SRF LR 00 00 00 00
16 10 S2FA S RF LD 03 00 03 00
18 12 IPsec RS-/\— 00 00 00 00
20 14 TOMDIRFT LA AR~ 03 00 03 00
22 16 ogA> 0100 03 00
24 18 aoA2 01 00 0100
26 1A AU~ OvOTI S 01 00 01 00
28 1C IPsec X1~ E—R 00 00 00 00
30 1E O9A>/Q0AT  HEROIA> 0100 0100
32 20 IPsec JAv D E—R 00 00 00 00
34 22 IPsec #3RE— R 00 00 00 00
36 24 TOMOOTA>/OTAT AR~ 00 00 00 00
38 26 Y hD—0 RUS— H—)(— 00 00 03 00
40 28 D74 AT 00 00 00 00
42 2A LR KU 00 00 00 00
44 2C h—xIL ATSx o 00 00 00 00
46 2E SAM 00 00 00 00
48 30 TOMDAT ST O S PO AR 00 00 00 00
50 32| ATSTULFOER |GEEH—ER 00 00 00 00
52 34 EpEnerIUo—->3> 00 00 00 00
54 36 I\ RILIRME 00 00 00 00
56 38 J71ILOHE 00 00 00 00
58 3A TANAULD TSy RIA—L )y o ROy 00 00 00 00
60 3C TAIINAUD TS5y hD A — LD 00 00 00 00
62 3E BEMFEDER 00 00 00 00
64 40 FHEDEA BE TR VHEDER 00 00 00 00
66 42 TDAMDFFEDER AR 00 00 00 00
68 44 Ot RER 00 00 00 00
70 46 Seamas JOERET 00 00 00 00
72 48 DPAPL 705« EF« 00 00 00 00
74 4A RPC AR~ 00 00 00 00
76 4C RUS—DEBOER 01 00 0100
78 4E RUS—DZEBDOREE 01 00 01 00
80 50 - RUS—DEBOER 00 00 00 00
82 52 MPSSVC JL—)LLARIL RUS —DEE 00 00 00 00
84 54 TAIINAULD TS5y R IA—LDRIS—DESE 00 00 00 00
86 56 TOMDRY S —EBAR 00 00 00 00
88 58 d—Y— F7HU> hER 01 00 0100
90 5A aO>Ba—-4— 7Ho> hNER 00 00 01 00
92 5C Fhe g TFaUFTr JIL-TER 01 00 01 00
94 5E BmI)I—T e 00 00 00 00
96 60 FIVT—23> DI —-TDER 00 00 00 00
98 62 TOMDT A NEBANR S 00 00 00 00
100 64 Fa4LORNJ B—EX 7OER 00 00 0100
102 66 DS PHE2 F+4 LUK H—EXDEE 00 00 00 00
104 68 F4 LUK B—ERDLTUS -2 3> 00 00 00 00
106 6A FHAT LI B—ER LTUS—23> 00 00 00 00
108 6C EiiEROMER 00 00 01 00
110 6E TR . OO Kerberos H—EX F4v MEF 00 00 0100
112 70 TOMDTHD> s OTA> AR~ 00 00 00 00
114 72 Kerberos 2iFH—EX 00 00 01 00
116 74 B4 00 00 00 00
118 76 SRFAAFIVOYTHFTIUH 05 00 05 00
120 78 OJA>/OOAT AFTUDBITHFIUEK 09 00 09 00
122 7A ATST O PO HFTVOYITHFIULE 0B 00 0B 00
124 7C Sy HHEDER HFTUDOBITHFTUE 03 00 03 00
126 7E FHRBHF AT TVUDETHFIUE 04 00 04 00
128 80 RUS—0ZE HFTUOHTHFITUE 06 00 06 00
130 82 THOT NER HFTUDYITHFITVE 06 00 06 00
132 84 DS 7OwRA AFTUDBITHFTIUE 04 00 04 00
134 86 FHO S OTAY AFTVOYITHFIUE 04 00 04 00
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Windows 7/2008 x64 (HKLM¥SECURITY¥Policy¥PolAdtEv)

Offset | Offset HFTVU/BTHFTUGREA) Default Default
10 | 16 (00 00: BEZ LAY, 01 00: A&, 02 00: %B%, 03 00: ANE KUSKEK) (7) (2008 x64)

0 0 B 00 01 00 01

2 2 B 00 00 00 00

4 4 N HFIUE 09 00 09 00

6 6 B 00 00 00 00

8 8 SRFAAFTVOHIT Y MIANDATEY b 78 00 78 00
10 A 7RER 00 00 00 00
12 C TFIUTFREDOEE 0100 0100
14 E TF1UFT4 SRFLDIER 00 00 00 00
16 10 25N SRFLADEEN 03 00 03 00
18 12 IPsec RS-/\— 00 00 00 00
20 14 TOMDIRFT LA AR~ 03 00 03 00
22 16 ooA> 01 00 03 00
24 18 ooA2 01 00 01 00
26 1A FHAO S OvITI 01 00 01 00
28 1C IPsec X1~ E—R 00 00 00 00
30 1E Qo#4> /0942 L2272 AN b 01 00 01 00
32 20 IPsec JAv D E—R 00 00 00 00
34 22 IPsec #ERE— R 00 00 00 00
36 24 ZOMOOTA>/OTAT AR~ 00 00 00 00
38 26 Fvy hD—0 RUS— H—)(— 03 00 03 00
40 28 T7AIL AT 00 00 00 00
42 2A LR KU 00 00 00 00
44 2C D= AT OB 00 00 00 00
46 2E SAM 00 00 00 00
48 30 TOMDATZT O N POER AR~ 00 00 00 00
50 32 HTS1 o FHER SERAEY—EX 00 00 00 00
52 34 ERSNEF IV 23> 00 00 00 00
54 36 I\ RILIRE 00 00 00 00
56 38 J7AILOHE 00 00 00 00
58 3A T4IWAUD TSy R IA—L )y ho ROy 00 00 00 00
60 3C TANAYUD TS5y ST A — LD 00 00 00 00
62 3E HHRIFAIHE 00 00 00 00
64 40 BEQIHEDER 00 00 00 00
66 42 FHEDER BE TR VHEDMER 00 00 00 00
68 44 ZDAMDFFEDER AR 00 00 00 00
70 46 TOtERER 00 00 00 00
72 48 F— JOtRET 00 00 00 00
74 4A DPAPI 7 U5+« EF« 00 00 00 00
76 4Cc RPC AR~ 00 00 00 00
78 4E RUS—DOEEDEER 01 00 01 00
80 50 RYUS—DZEEDRE 01 00 01 00
82 52 RUS—OBE RUS—DEEDER 00 00 00 00
84 54 MPSSVC JL—JLLAIL RUS —DEE 00 00 00 00
86 56 TAINAULD TS5y NI A—LORIS—DEE 00 00 00 00
88 58 ZOMDRIS —ZEBANR b 00 00 00 00
90 5A A—Y— 7HU> hER 01 00 01 00
92 5C A Ea—~— F7Ho hER 00 00 0100
94 5E FHO NI TFa1UFa JIL-TER 0100 0100
96 60 BRI —T DB 00 00 00 00
98 62 FIUT—23a> DIL-TDER 00 00 00 00
100 64 TOMMDT I NEBANR b 00 00 00 00
102 66 Fa4 LUK B—EX 7OEX 00 00 01 00
104 68 DS FHEZ F+4 LUK H—EXDEE 00 00 00 00
106 6A F4LORNY B—ERDLTUS—23> 00 00 00 00
108 6C R LOK) B—EX LTUS—2 3> 00 00 00 00
110 6E BIRIBIROMER 00 00 0100
112 70 Iy Kerberos H—EX F4rv MEME 00 00 0100
114 72 TOMOT LD S OTAS AR~ 00 00 00 00
116 74 Kerberos ZB3FH —EX 00 00 0100
118 76 B 00 00 00 00
120 78 SRFAAFIVOBITHFTIUH 05 00 05 00
122 7A O0A>/OOAT AFTVUOBTHFIUEK 09 00 09 00
124 7C AT O ORI AFTVOHYTHFIUE 0C 00 0C 00
126 7E Sy HHEDMER A7 TYDBIHFTIUH 03 00 03 00
128 80 FHRBHF AT TVUDBTHFIUE 04 00 04 00
130 82 RUS—0ZE HFTUOHTHFITUE 06 00 06 00
132 84 FHOY NER HFTUDOBITHFITUE 06 00 06 00
134 86 DS 7Ot AFTUDB T HFTIUE 04 00 04 00
136 88 FHAO S OTAY AFTVOBITHFIUE 04 00 04 00
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Windows 8.1/2012 x64 (HKLM¥SECURITY¥Policy¥PolAdtEv)

Offset | Offset HFIV /YT HFI(EE) Default Default
10 | 16 (00 00: BE& LY, 01 00: AL, 02 00: 28, 03 00: FNES LU%KET) (8.1) (2012)

0 0 B 0001 0001

2 2 “RBR 00 00 00 00

4 4 N HFIVEH 09 00 09 00

6 6 B 00 00 00 00

8 8 SRFAHFIVOBT Y MIADAT Y 7E 00 7E 00
10 A BR 00 00 00 00
12 C TF1UT I REDESE 0100 01 00
14 E TFIUT o SRFTLDIER 00 00 00 00
16 10 By CIN S 2F LDEA 0300 0300
18 12 IPsec RS-/~ 00 00 00 00
20 14 TOMDZRT I AN~ 03 00 03 00
22 16 [mEop 2 01 00 03 00
24 18 [ mEob i 01 00 0100
26 1A FHOhOvoTI N 0100 01 00
28 1C IPsec X1~ E—R 00 00 00 00
30 1E OoAY/OIAT RO I A 01 00 0100
32 20 IPsec 11w E—R 00 00 00 00
34 22 IPsec #3RE— R 00 00 00 00
36 24 FOMOOATAS/OQTAT AR~ 00 00 00 00
38 26 FW D=0 RUS— H—)(— 03 00 03 00
40 28 I1—Y—BR/F )\ ADEHITHER 00 00 00 00
42 2A T71 AT 00 00 00 00
44 2C LXK 00 00 00 00
46 2E D= AT O 00 00 00 00
48 30 SAM 00 00 00 00
50 32 TOMDATZT O b FOERX AR 00 00 00 00
52 34 SEAEY—EX 00 00 00 00
54 =] I . ERENETTUT—S3> 00 00 00 00
56 38 I\> RIVIRME 00 00 00 00
58 3A I7AILDHE 00 00 00 00
60 3C JAIWAID TS5y hIA—L )Wy bokOyT 00 00 00 00
62 3E TAIWAI2D TS5y ST A — LD 00 00 00 00
64 40 R D 7 A ILHE 00 00 00 00
66 42 U L—=)\T )RR 00 00 00 00
68 44 EHBRFOER RUS— XF—S>0 00 00 00 00
70 46 BERIMFEDER 00 00 00 00
72 48 HEDER BETRHEDER 00 00 00 00
74 4A T OMDFFHEDEA > b 00 00 00 00
76 4C TOTRER 00 00 00 00
78 4E B JOERET 00 00 00 00
80 50 DPAPI 75+« EF+ 00 00 00 00
82 52 RPC AR 00 00 00 00
84 54 AU —DEBOESR 0100 01 00
86 56 RS —DEBDZRE 0100 01 00
88 58 AU — IS RYUS —DEBEDHER 00 00 00 00
90 5A MPSSVC JL—ILLAIL RU S —DEE 00 00 00 00
92 5C TAIWEID TS5y hITA—LDRI S —DEE 00 00 00 00
94 5E TOMDRIS—ZEEANR ~ 00 00 00 00
96 60 A—Y— 7HO NER 0100 01 00
98 62 d>Ea1—5— 7HhD> hEE 00 00 0100
100 64 FHOS hEE TFa1UT s JIL-TER 01 00 0100
102 66 BRI —T DER 00 00 00 00
104 68 FIUT—23> I —-TDER 00 00 00 00
106 6A TOMDT AT NEBANR ~ 00 00 00 00
108 6C FTALOKY B—EX 7OEX 00 00 01 00
110 6E DS PHER T« LUK H—EXDEE 00 00 00 00
112 70 FA LUK H—ERDLTUT—> 3> 00 00 00 00
114 72 FHMRT LU R H—EX LTUT -2 3> 00 00 00 00
116 74 ERIEROTER 00 00 0100
118 76 PR A Kerberos —EX F4ov MEE 00 00 01 00
120 78 ZOMDTADI> S QDAY AR~ 00 00 00 00
122 7A Kerberos &2 H—EX 00 00 0100
124 7C RBR FE 7F FD 7F
126 7E SRFA HFIIOBTHFIVE 05 00 05 00
128 80 OOA>/OOAT HhFTUDBTHFITUE 0A 00 0A 00
130 82 ATz O POLR AFTVOBTHFIUH OE 00 OE 00
132 84 Sws FHEDER DTV T HFIUE 03 00 03 00
134 86 e HTVDEITHhFIUE 04 00 04 00
136 88 RUS—DEE AFTUDOHITHFTITUE 06 00 06 00
138 8A THUY NER HFTUDBTHFIUHK 06 00 06 00
140 8C DS 7OER AFTUDBITHFIUE 04 00 04 00
142 8E FAUZ S OIAY AFTUDOHTHAFTIUE 04 00 04 00
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Windows 10/Server TP (HKLM¥SECURITY¥Policy¥PolAdtEv)

Offset | Offset HFIV/BTHFTYGHEA) Default Default
10 | 168 (00 00: Bs& L7, 01 00: A1, 02 00: 5kBZ, 03 00: AhdS KUKER) (10 TP) (Server TP)

0 0 B 00 01 0001

2 2 B 00 00 00 00

4 4 s HNFTUE 09 00 09 00

6 6 B 00 00 00 00

8 8 S2F A ATIUDBT Y MIADA T Y b 8200 82 00
10 A REA 00 00 00 00
12 C TFIUT 1 REDEE 01 00 0100
14 E TF1UF 1 ST LDIRR 00 00 00 00
16 10 S2FA ST LADEENE 03 00 0300
18 12 IPsec RS-1/(— 00 00 00 00
20 14 ZDMDIRT L AR~ 03 00 0300
22 16 aoA> 0100 03 00
24 18 ao#2 01 00 0100
26 1A FHADZ N OVITI 01 00 0100
28 1C IPsec X-> E—R 00 00 00 00
30 1E WHROIA> 01 00 0100
32 20 O9A>/O0AT  |IPsec I w2 E—R 00 00 00 00
34 22 IPsec I3RE— R 00 00 00 00
36 24 ZOMDOTA>/OTAT AR~ 00 00 00 00
38 26 Fy RD=0 RUS— H—)(— 03 00 0300
40 28 Q- —BR/F) A ROEFEIER 00 00 00 00
42 2A EBHIN—TDOAN—vT 00 00 00 00
44 2C I7ISRFA 00 00 00 00
46 2E L2~y 00 00 00 00
48 30 H—FIL AT O~ 00 00 00 00
50 32 SAM 00 00 00 00
52 34 ZDMDATS T POEZ AR~ 00 00 00 00
54 36 SEBAEY—EX 00 00 00 00
56 38 I EmEnEFTIUT—23> 00 00 00 00
58 3A I\ RIVIRAE 00 00 00 00
60 3C TP AILDHE 00 00 00 00
62 3E TAWFUD TSy RIA—L )Wy ho ROy 00 00 00 00
64 40 TAIWAUYT TSy NI A —LDIEH 00 00 00 00
66 42 HMR D7 AILEE 00 00 00 00
68 44 U L—/\T)LaeiEs 00 00 00 00
70 46 ENRT ORI RUS— 27 -2 00 00 00 00
72 48 BEERMFEDER 00 00 00 00
74 4A ESiidoldz] BEE TR VFEDER 00 00 00 00
76 4C ZDMMDIFEDER- R b 00 00 00 00
78 4E Otk 00 00 00 00
80 50 JOERET 00 00 00 00
82 52 FHImB DPAPI 7071 EF« 00 00 00 00
84 54 RPC AR~ 00 00 00 00
86 56 PNP 7OF7 1 EF« 00 00 00 00
88 58 RUS—DEBOEE 01 00 0100
90 5A RUS—DZEBED; 01 00 0100
92 5C [ RUS —DEBDRR 00 00 00 00
94 SE MPSSVC JL—ILLAJL R S —DZEE 00 00 00 00
96 60 TNV TS5y NIA—LDRUS —DEE 00 00 00 00
98 62 ZOMDRY S —ZEEA R b 00 00 00 00
100 64 dA—Y— 7Ho> hER 01 00 0100
102 66 d>Ea—5— THO> hEE 00 00 0100
104 68 - tF1UF JIL-TER 01 00 0100
106 6A BRI —TDER 00 00 00 00
108 6C FIUT—23> DI—-TDER 00 00 00 00
110 6E ZOMDT P> NEEA R N 00 00 00 00
112 70 FALUKNY B—ER 7OER 00 00 0100
114 72 I —— F4 LUK H—E2DEE 00 00 00 00
116 74 FALUKNY B—ERDLTUT—23> 00 00 00 00
118 76 HMRT A LU R B—EX LTUT—2 3> 00 00 00 00
120 78 BIREROMER 00 00 0100
122 7A ROk OgAs Kerberos B—EX F4v MEfF 00 00 01 00
124 7C ZOMDTHI> s OTA> AR K~ 00 00 00 00
126 7E Kerberos fBiEH—EX 00 00 0100
128 80 REA 7F 8E 14 4F
130 82 S2FA AFIUDBTHFIUE 05 00 05 00
132 84 O9A>/O0AD AFTVOBITHFIUEK 0B 00 0B 00
134 86 ATSTON FPOER AFTUDOBTHFITUE OE 00 OE 00
136 88 Sys HEDER hFTUDYITHTITUE 03 00 0300
138 8A FHIEHF HhTTUDH T HFT U 05 00 05 00
140 8C RUS—DZEE hFTUDYTHFITUK 06 00 06 00
142 8E THOS NEER HTTUDB T HFITUE 06 00 06 00
144 90 DS 7R AFTUDBITHFTUH 04 00 04 00
146 92 FHAOY S OIA> AFTVDBTHFTIUE 04 00 04 00
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Windows 10(1607)/2016 (HKLM¥SECURITY¥Policy¥PolAdtEv)

Offset | Offset HFIU/HTHFIU(EER) Default Default
108 | 163 (00 00: EEZF L7\, 01 00: AXLh, 02 00: 8%, 03 00: AiLhds KTSKEL) (10 (1607)) (2016)

0 0 N 0001 0001

2 2 REH 00 00 00 00

4 4 S HFTUE 09 00 09 00

6 6 BH 00 00 00 00

8 8 SRAFA AFTUDOYT Y MEADATEZY b 84 00 84 00
10 A “RBR 00 00 00 00
12 C TFIUT 1 REDRE 0100 0100
14 E TFIUFT+« SRFLDILR 00 00 00 00
16 10 B CIN ST LDEEHE 03 00 0300
18 12 IPsec RS-/{— 00 00 00 00
20 14 TDMDZRFT L AR b 03 00 03 00
22 16 ao#4> 0100 03 00
24 18 [mEop 01 00 01 00
26 1A FHOhOvoOTI 01 00 0100
28 1C IPsec X1~ E—R 00 00 00 00
30 1E kRO A> 01 00 0100
32 20 OoA>/Q0AD IPsec v E—R 00 00 00 00
34 22 IPsec HESRE— R 00 00 00 00
36 24 TOMOOTA>/OTAT AR~ 00 00 00 00
38 26 Ty hI—=T RUS— H—)(— 03 00 03 00
40 28 IA—Y—FR/F) A RDIEFEIEIER 00 00 00 00
42 2A EBII—TDA)I -2y 00 00 00 00
44 2C T7AI AT 00 00 00 00
46 2E LT ~Y 00 00 00 00
48 30 H=—IL AT O 00 00 00 00
50 32 SAM 00 00 00 00
52 34 TOMDAT ST U~ FOEBZ AR~ 00 00 00 00
54 36 SEBAEY—EX 00 00 00 00
56 38 AT FOER EREnrer7IUr—23> 00 00 00 00
58 3A I\ RVt 00 00 00 00
60 3C JT7AILDHE 00 00 00 00
62 3E TAIWEID TS5y hIA—L )\ Ty b ROV 00 00 00 00
64 40 TANBIZD TS5y NI A — LD 00 00 00 00
66 42 R D 7 AILHE 00 00 00 00
68 44 U L—)\T)LseiEiE 00 00 00 00
70 46 EWRRYS — 25— 00 00 00 00
72 48 BERMFEDER 00 00 00 00
74 4A FHEDMER BEE TR VFEDER 00 00 00 00
76 4c TDMDFHEDER R 00 00 00 00
78 4E TOTRER 00 00 00 00
80 50 JOERET 00 00 00 00
82 52 J—— DPAPI 7 U071 EF« 00 00 00 00
84 54 RPC AR~ 00 00 00 00
86 56 TSSO TR TLA ARY 00 00 00 00
88 58 Token Right Adjusted Events 00 00 00 00
90 5A RUS—DEBDEE 01 00 0100
92 5C RUS—DEED; 01 00 01 00
94 5E RS — B RUS —DEBEDER 00 00 00 00
96 60 MPSSVC JL—)LLAIL RUS —DZEE 00 00 00 00
98 62 TAIWEVD TS5y NI A —LDRI S —DEE 00 00 00 00
100 64 TOMORI S —FEBANR b 00 00 00 00
102 66 A—Y—T7ho> hEE 01 00 0100
104 68 A Ea—-4— 7HU> NEE 00 00 01 00
106 6A FheS NS TFa1UFTa JIL-TER 01 00 0100
108 6C eI —T DEE 00 00 00 00
110 6E IV —-23> DI -TOER 00 00 00 00
112 70 TOMDTHI> NEBANR - 00 00 00 00
114 72 FALIKI H—EX TOER 00 00 0100
116 74 DS PR FA LUK B—EXRDEE 00 00 00 00
118 76 FA LUK H—ERDOLTUS—2 3> 00 00 00 00
120 78 HMRT LI R —EX LTV -2 3> 00 00 00 00
122 7A BEIRIEROMER 00 00 0100
124 7C . Kerberos H—EX F4v MEfE 00 00 0100
126 7E TROX R OTAY TOMDTHI> S OTAZ AR~ 00 00 00 00
128 80 00 00 01 00
130 82 oc DB 33CC
132 84 SRAFA AFTUOYTHFIUE 05 00 0500
134 86 OJ#4>/09#427 AFTUOYITHFIVUE 0B 00 0B 00
136 88 ATST O PO AFTUDOHTHFIUE OE 00 0E 00
138 8A Sy FHEDER HTTUDYITHFITUH 03 00 03 00
140 8C FHBY HTTUDYIHFT U 06 00 06 00
142 8E RS —DZEE AFTUOHTHFIVE 06 00 06 00
144 90 FAINER AFTVDBIHFIUEH 06 00 06 00
146 92 DS 7R AFIVUDBTHFTIUE 04 00 04 00
148 94 FHOZ N OTA> AFTUDBTHFITULE 04 00 04 00
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